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Product Manual Using Permit Agreement

[Product Manual (hereafter the "Manual") Using Permit Agreement] hereafter the "Agreement" is the using
permit of the Manual, and the relevant rights and obligations between the users and Qno Technology Inc
(hereafter "Qno"), and is the exclusion to remit or limit the liability of Qno. The users who obtain the file of this

manual directly or indirectly, and users who use the relevant services, must obey this Agreement.

Important Notice: Qno would like to remind the users read the clauses of the "Agreement" before
downloading and reading this Manual. Unless you accept the clauses of this "Agreement”, please return this
Manual and relevant services. The downloading or reading of this Manual is regarded as accepting this

"Agreement" and the restriction of clauses in this "Agreement”.

[ 1] Statement of Intellectual Property

Any text and corresponding combination, diagram, interface design, printing materials or electronic file are
protected by copyright of our country, clauses of international copyright and other regulations of intellectual
property. When the user copies the "Manual”, this statement of intellectual property must also be copied and

indicated. Otherwise, Qno regards it as tort and relevant duty will be prosecuted as well.

[2] Scope of Authority of "Manual”

The user may install, use, display and read this "Manual on the complete set of computer.

[3] User Notice
If users obey the law and this Agreement, they may use this "Manual” in accordance with "Agreement". If the
users violate the "Agreement”, Qno will terminate the using authority and destroy the copy of this "Manual".
The "hardcopy or softcopy” of this Manual is restricted using for information, non-commercial and personal
purpose. Besides, it is not allowed to copy or announce on any network computer. Furthermore, it is not
allowed to disseminate on any media. It is not allowed to modify any part of the "file". Using for other purposes

is prohibited by law and it may cause serious civil and criminal punishment. The transgressor will receive the

accusation possibly.

[4] Legal Liability and Exclusion

[4-1] Qno will check the mistake of the texts and diagrams with all strength. However, Qno, distributors and
resellers do not bear any liability for direct or indirect economic loss, data loss or other corresponding
commercial loss to the user or relevant personnel due to the possible omission.

[4-2] In order to protect the autonomy of the business development and adjustment of Qno, Qno reserves
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the right to adjust or terminate the software / Manual any time without informing the users. There will be no
further notice regarding the product upgrade or change of technical specification. If it is necessary, the
change or termination will be announced in the relevant block of the Qno website.

[4-3] All the set parameters are examples and they are for reference only. You may also purpose your
opinion or suggestion. We will take it as reference and they may be amended in the next version.

[4-4] This Manual explains the configuration of all functions for the products of the same series. The actual
functions of the product may vary with the model. Therefore, some functions may not be found on the product
you purchased.

[4-5] Qno reserves the right to change the file content of this Manual and the Manual content may not be
updated instantly. To know more about the updated information of the product, please visit Qno official

website.

[4-6] Qno (and / or) distributors hereby declares that no liability will be born for any guarantee and condition
of the corresponding information. The guarantee and condition include tacit guarantee and condition about
marketability, suitability for special purposes, ownership and non-infringement. The name of the companies
and products mentioned may be the trademark of the owners. Qno (and/or) the distributors do not provide the
product or software of any third party company. Under any circumstance, Qno and / or distributors bear no
liability for special, indirect, derivative loss or any type of loss in the lawsuit caused by usage or information on

the file, no matter the lawsuit is related to agreement, omission or other tort.

[5] Other Clauses
[5-1] The potency of this Agreement is over any other verbal or written record. The invalidation of part or

whole of any clause does not affect the potency of other clauses.

[5-2] The power of interpretation, potency and dispute are applicable for the law of Taiwan. If there is any
dissension or dispute between the users and Qno, it should be attempted to solve by consultation first. If it is
not solved by consultation, user agrees that the dissension or dispute is brought to trial in the jurisdiction of
the court in the location of Qno. In Mainland China, the "China International Economic and Trade Arbitration

Commission" is the arbitration organization.



Q

your future life

QNO Technology QnoSniff Professional 2.0

[. Introduction

QnoSniff

Distributed Network Monitoring

QnoSniff Professional 2.0 is a network monitoring PC software that can be integrated with QNO routers for
network data logging, filtering, and analyzing. Key information of concern to network administrators can be
presented in a format that is both easy to access and read. It can also output statistical charts and reports for

reference to the corporate or network administrators.

Subijects of interest to the corporate or network administrators: What are employees doing online?

Most of their time online is spent sending/receiving e-mail, browsing web pages, searching for information,
MSN/Skype instant messaging (IM) with friends, using Bittorrent and other P2P file sharing applications. Of
these, e-mail and IM are the main channels for information leaks and virus infections. P2P applications are
also bandwidth killers and breeding grounds for Trojan spyware. Furthermore, employees waste time on
instant messaging and are constantly interrupted during work. The amount of wasted productivity at work is
difficult to estimate. However, instant messaging can provide savings on communication costs and improve

efficiency, which has convinced corporations to open up their networks to IM applications.

Excessive use of chatting software at work results in reduced work efficiency, network bandwidth abuse
from downloads, network congestion affecting normal applications, and leaked confidential information.
QnoSniff Professional is specifically designed for corporate users with these concerns, and management
solution for the corporate network is of utmost priority. By monitoring and logging network data, QnoSniff
Professional can assist the administrator in resolving various issues within the corporate network. QnoSniff
Professional is capable of compiling all internet browsing history, e-mail records, chat logs, and even

downloaded files into a complete analysis report. Administrator can review the organized report easily.

It brings offers an innovative new concept of "Active Management" into the corporate infrastructure, and

replaces the traditional ways of managing for the sake of management. Passive management methods use
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negative reinforcement to notify the employee after the fact, which can easily trigger a sense of rejection and

result in management issues.

QnoSniff Professional provides ranking of traffic flows that can be checked by everyone to review their
individual network usage, e.g. chatting and downloading etc. When the employee realizes that they are

currently being "ranked," it is easier to cut back through this concept of self-management.

Traffic ranking also applies to other types of services which the network administrator will be able to
identify user behaviors within the local network. With better design and planning of the network infrastructure

and management system, we will be able to maximize the efficiency of corporate operations.

QnoSniff Professional also supports PDF output and e-mail forwarding features for generating offline files

to be sent out for review.



()

‘~\/J

your future life

QNO Technology QnoSniff Professional 2.0

II. QnoSniff Professional Installation and Configuration

This chapter includes pre-installation preparations, the installation process, and QnoSniff basic

configurations.
2.1 Pre-installation preparations
* Minimum hardware specifications for QnoSniff Professional

Intel P4 2.0GHz and faster / AMD CPU in the same class

Operating system: Windows platform (excluding Windows 2000 and older)
At least 100G free hard drive space

At least 2GB System RAM

A wo N oPE

* Required setup

QNO router with mirror port support
NIC and Ethernet cable on the QnoSniff host PC to connect to the mirror port on the QNO router
Mirror port on the router "must" be enabled

SNMP on the router "must" be enabled

o M W D RE

QnoSniff license key option on the router "must” be enabled (for both trial and official versions)

2.2 Required components during QnoSniff Professional installation

QnoSniff installation package includes all necessary components for proper operation of QnoSniff. However,
if these components are already installed on your computer, they may need to be uninstalled or

reinstalled/upgraded to the latest version.

* Apache Server

*WinPcap

* Net Framework

* PHP
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2.3 Example topology for system distribution

Internet

P2P IM Mocitor

. ihils . ‘\!@

Systern Statistics Traffic
_Resource Report  Statistics

Remaote Monftor .

Qno QnoSniff 2.0 Topology)

2.4 Begin installation
Please refer to the following steps when installing the software on your PC

1. Insert the QnoSniff Professional CD into the CD drive on your computer.

2. Click on Install Files g to begin installation. (Note: The system requires highest administrator

privileges for installation)

3. [Language Selection] To begin the installation procedure, first select the language to use at the language

selection page.
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QnoSniff - InstallShield Wizard

Choose Setup Language

Select the language for the installation from the choices below.

Chinese [Simplified)

iChinese [Traditional

< Back

l_gexb I [ Cancel ]

Click "Next" to continue with installation, or click "Cancel" to cancel the installation procedure.

4. [Welcome Page] On the welcome page, click "Next" to continue with installation, or click "Cancel" to cancel

the installation procedure.
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QuoSaiff - InstallShield Wizard (%]

Welcome to the InstallShield Wizard for QnoSmiff

The InztallShieldR ‘wizard will install OnaS miff on wour
computer. To continue, click Mext.

< Back et = ][ Cancel

5. [License Agreement] Please carefully read through the agreement and click "I accept the terms of the

license agreement”, then click "Next" to continue with installation.

QnoSniff - InstallShield Wizand

Licenze Agreement
Fleaze read the following lizense agreement carefully.

[rnoSniff Copyright

ATTENTION: THIS ONOSHIFF PROGRAM [HERAFTRE CALLED 3 PROGRAME] 15
FROVIDED UWDER THE FOLLOWIMG LICEMSE AGREMEMT [HERAFTRE CALLED
HICENSES]WHICH DEFIMES wWHAT YOU May' DO WITH THE PROGRAM ARD
COMTAIMNS LIMITATIONS OM wWARRANTIES AMD/OR BEMEDIES. THIS LICEMSE IS
GRAMTED BY QMO TECHMOLOGY IMC.. FOR PROGRARM PURCHASED, EITHER
DIRECTLY OR THROUGH AMY AUTHORISED AGEMT OF THE CORMPARNY.

>

IMPORTANT: CAREFULLY READ THIS LICENSE BEFORE USING THIS PROGRAM.
INSTALLING, COFYING, OR OTHERWISE USING THIS PROGRAM INDICATES

YOUR ACENOWLEDGMENT THAT Y0OU HAVE READ THIS LICEMSE AMD AGREE
TOITS TERMS. IF¥0U DO MWOT AGREE. RETURM THE COMPLETE FRODUCT TO o

|@§I accept the terms of the license agreemenlﬁl

(1| do not accept the kerms of the license agreement

[ ¢ Back " Mewt » ][ Cancel
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6. [Apache Setup] The Apache Server enables the web service for QnoSniff Professional on the PC for
remote monitoring and access by administrators and users. At the installation and setup page for Apache

Server, click "Next" to continue with installation.

CECTTTEE— x

Please inout Apache's setting:

Web Server IP: lLocalhost

Web Server Name: IServerName

Listen Paort: IBU

Administrator Email: IUserName@company_ com

< Back || Next> | Cancel |

"Web Server IP" is the IP address of the web server, the default is Localhost (127.0.0.1)

"Web Server Name" is the name of the web server

"Listen Port" is the communication port used by the Apache Server, default is port 80

"Administrator Email" is the e-mail with administrator privileges for notification of important user messages

Please click "Next" after setup to continue with installation

* Port 80 is also used by other applications, and therefore is the target of computer virus and worm attacks,

which may conflict with the web service. It is recommended to use another port (e.g. 8080).

7. [Customer Information] Please enter your user name and company name on the customer info page. Both

10
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fields must be filled in to be able to click "Next" to continue with installation.

OnoSniff - InstallShield Wizarnd

Customer Information

Fleaze enter vour infarmation.

Fleaze enter pour name and the name of the compary far which pou worl.

Uzer Mame:

Company Mame:

IrnztallShield

11
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8. [Setup Type] Choose the installation type. Select "All" to install all programs; select "Custom" to choose
which programs to install. The screenshot below indicates the "All" installation type. Currently, there is no

difference between "All" and "Custom" installation types in QnoSniff Professional 2.0. Select one to continue.

QnoSniff - InstallShield Wizand

Setup Type
Select the setup type toingtall.

Please zelect a zetup tupe.

All program features will be installed. [Requires the most digk space. ]

) Custom
ﬁ Select which program features pou want installed. Recommended far

advanced ugers.

¢ Back " Hest > ][ Caricel

12



Q.

your future life

QNO Technology QnoSniff Professional 2.0

9. [Destination Location] The system default is "C:\QnoSniff" or click "Change" to change the installation

directory. Click "Next" to continue to the begin installation page.

QnoSniff - InstallShield Wizand

Choose Destination Location

Select folder where zetup will inztall files.

G Inztall QnoSniff to;
C:43nas niff

< Back ]uexw |[ Cancel

10. [Ready to Installation] Enter the procedure for the main program of QnoSniff Web version. Please click

"Install" to begin.

13
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QnoSniff - InstallShield Wizard

Ready to Install the Program

The wizard iz ready to begin installation.

Click Install to begin the installation.

|f oy want ta review or change any of your installation settingz, click Back. Click Cancel to exit
the wizard.

< Back ][ Inztall |[ Cancel

Installing

14
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OnoZniff - InstallShield Wizard

Setup Status

GnoSniff iz configuring your new software installation.

Inztalling

C:h L hgnosniff_ap_setuphCHACipstalR eports\CRRedist2005_x8E. mzi

11. [WinPcap Setup] The WinPcap component will be installed next. If your PC already has WinPcap installed
and is newer than the version included with QnoSniff Professional package, the warning message will popup

to notify the user that WinPcap installation will be skipped.

WinPcap 4.0.2 Setup ] x|

A newer version of WinPeap (internal version 4.1.0.1452) is already
B, installed on this machine.
== The installation will be aborted.

If your PC does not have WinPcap installed, the installation will continue; if you have an older version installed
on your PC, the installation will first uninstall the existing WinPcap application before installing the newer

version.

15
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® Winbeap 402 Setup o 3

\() ® WinPcap 4.0.2 Installer
y ln caP Welcome to the WinPcap 4.0.2 Installation \Wizard

=l

This product is brought to you by /
/——-

TECHNOLOGIES

Packet Capturing and Network Analysis Solutions

rdulserEInstall i Systen vz, 16

Please click "Next" to continue with WinPcap installation.

16
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8 WinPcap 4.0.2 Setup =]

Welcome to the WinPcap 4.0.2
Setup Wizard

This Wizard will guide vou through the entire WinPcap
installation.

For more information or suppott, please visit the WinPcap
home page.

http:/fwww, winpcap.org

Please carefully read through the WinPcap license agreement and then click "I Agree" to continue with

WinPcap installation.

17
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® Winbeap 402 Setup o 3

K‘) - License Agreement
J ln caP Please review the license terms before installing WinPcap 4.0.2.

Press Page Down to see the rest of the agreement.

““apyright (c) 1999 - 2005 NetGroup, Politecnico di Torino {Italy), a
Copyright {c) 2005 - 2007 CACE Technologies, Davis {California).
all rights reserved,

Redistribution and use in source and binary Forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary Form must reproduce the above copyright notice, this list of
conditions and the following disclaimer in the documentation andjor other materials L‘

If you accept the terms of the agreement, click I Agree to continue. You must accept the
agreement to install WinPcap 4.0.2.

rdulserEInstalliSysten vz, 16

< Back I Agree I Cancel

After a few seconds the "Completing WinPcap (installation complete)" screen will be shown.

18
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& WinPcap 4.0.2 Setup S =

Completing the WinPcap 4.0.2
Setup Wizard

WinPcap 4.0.2 has been installed on yvour computer,

Click Finish to close this wizard.

Click "Finish" to continue installing other components.

12. [Apache Successfully Registered] After WinPcap is installed, the Apache registration process will follow

with the successful message.

RegSvr32 ]

no F DiRegisterServer £ CAWindowsMamePipeCom.dll B3 -

Please click OK to continue installing other components.

19
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13. [Launch Apache Service] After the component is registered, the Apache service will launch. If a built-in
or antivirus firewall is enabled on your PC, you will be asked to grant the service access through the firewall.
Please select "Allow" or "Unblock" for the service. If the service is already blocked by the antivirus software or

firewall, please add the service to the exception list.

*= Windows Security Alert @

= 10 help protect your computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?

Mame:  Apache HTTP Server
Publisher: &pache Software Foundation

[ Keep Blocking ] [ Unblock ] [ Ask Me Later

Windows Firewall has blocked this program from accepting connections from the
Internet or a network. |f you recognize the program or trust the publisher, you can

unblock it. When should | unblock a program?

14. [Install .Net Framework 2.0] If your PC already has .Net Framework installed, this step will be skipped; if

not, the .Net Framework 2.0 will be installed.

20
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15. [Install QnoSniff Professional- Local] The location installation (main application) of QnoSniff Professional
will be installed next.

i'é'* OnoZniff Command Console

Welcome to the QnoSniff Command Console
Setup Wizard

The ingtaller will quide you through the steps required ta inztall QnoSniff Command Conzole on wour
computer.

WARMIMG: This computer program iz protected by coppnght law and international treaties.
Unauthorized duplication or diztribution of thiz program, or ang portion of it, may rezulk in zesere civil
or criminal penalties, and will be prosecuted to the masximum extent pozzible under the law,

Cancel Hemt »

Click "Next" to continue with installation.

21
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i'-;!;! OnoSniff Command Console

Confirm Installation

The inztaller iz ready to install QnoSniff Command Console an your computer.,

Click "Mest" to start the installation.

Cancel < Back Mest =

Confirm installation of QnoSniff Command Console, and click "Next" to continue.

22
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i'-;!;l OnoSniff Command Console

Installation Complete

EnoSniff Command Conzole haz been successfully installed.

Click "Cloze" o exit.

Pleaze uze Windows Update to check for any critical updates to the WMET Framewark.

16. [QnoSniff Local Install Complete] After all components and applications are installed, please click "Close"

at the Installation Complete page to exit.

23
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QnoSniff - InstallShield Wizard

InstallShield Wizard Complete

The InzstallShield \Wizard haz successfully installed QnoSniff.
Click Firish to exit the wizard.

Cancel

Please click "Finish" to complete QnoSniff Professional installation.

24
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lll. Using QnoSniff Professional

This chapter includes steps on how to use QnoSniff Professional and the router settings.
3.1 Router settings before using QnoSniff

Before using QnoSniff Professional, QnoSniff license key option on the router "must" be enabled (for both trial

and official versions). Please login to the setup page of the router.

English » .

your future life © WAN Status
Interface WAN 1 WAN 2 WAN 3 WAN 4
IP Address 0.0.00 0.0.00 0.0.00 0.0.00
NetWork Default Gateway 0.0.0.0 0.0.0.0 0.0.0.0 0.0.0.0
DNS Server 0.0.00 0.0.00 0.0.00 0.0.00
Session ] ] ] ]
IPIDHCP TSI
wi R 0 0 0 0
Firewall i AU - !
Upstream Bandwidth 0 0 0 0
Advanced Function Usage(%)
Dyndns Disakbled Dyndns Disakbled Dyndns Disakbled Dyndns Disakbled
System Tool DONS 3322 Disabled 3322 Disabled 3322 Disabled 3322 Disabled
Dtdns Disabled Dtdns Disabled Dtdns Disabled Dtdns Disabled
Port Management Qnoddns Disabled Qnoddns Disabled Qnoddns Disabled Qnoddns Disabled
Quality of Service Orules set Orules set O rules set O rules set
Manual Connect } } } . 5
| Femsm | Femsm | Femsm A FeEmey
© Physical Port Status
Port ID 1 2 3 4 LAN 2 | LAMN 1
Interface WAN 1 WAN 2 WAN 3 WAN 4 LAN
Status Enabled Enabled Enabled Enabled Connect | Enabled

Go to "System Tool" => "License Key"

25
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Fasswaord
Diagnostic
Firmware Upgrade
Setting Backup
SHMP

Time

System Recover

F License Key

© License Key

Current Time 2009-09-28 _ NTP Server
License Key Number : | || || || || |

Feature Name Trial version Official Version Registration time Status And Information
QnoSniff
Inbound Load Balance
Refesh

There are two options:

[1] Trial:

Click the "Trial" button to begin the 15-day trial period. After 15 days, QnoSniff Professional will stop
functioning and the service will not be available. Please purchase and register the product license key if you
would like to continue using QnoSniff Professional. Enter your license key and click "Submit" to resume using

QnoSniff Professional (registered).

[2] Purchase and register the license key:

If you do not require the trial period and wish to immediately activate QnoSniff Professional, please purchase
and register the product license key. Enter your correct license key and click "Submit” to immediately register

and activate QnoSniff Professional.

26
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* Please note:

1. After activating the trial version of QnoSniff Professional, the trial period cannot be stopped and will

continue to count down.

2. If your product license key is entered incorrectly three times, the license key page will be locked down

completely and will not accept any further attempts. Please contact your distributor for related QNO services.

Enable mirror port:

Go to port management

F Setup

Status

Enable mirror port (portl) (make sure the port is not disabled) and then click "OK" to save the changes.

[T¥TEnable Port 1 as Mirror Port |

PortID | Interface | Disabled Priority Speed Status Duplex Status Auto Neg. VLAN
1 WANA H
2 WAN2 H
3 WAN3 H
4 WAN4 H
LANZ | LAN H
LANT | LAN H

iy | Cemel

Check that the Ethernet cable is plugged into the mirror port on the router, and connected to the NIC of PC

with QnoSniff Professional installed.

27
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3.2 Launching QnoSniff Professional
After the router is configured to support the QnoSniff Professional, please logon to the PC with QnoSniff

Q'

Professional installed. Click on the desktop icon to launch QnoSniff Professional el

*= Windows Security Alert @

o To help protect your computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?

@

Name: QnoSniff
Publisher: Gno

[ Keep Blocking ]I[ Unblock ][ Ask Me Later ]

Windows Firewall has blocked this program from accepting connections from the
Internet or a network. |f you recognize the program or trust the publisher, you can
unblock it. When should | unblock a program?

If your firewall or antivirus is enabled, please add the QnoSniff application to the exception list (unblock)
before activating QnoSniff Professional. This will ensure proper connection and operation for QnoSniff

Professional.

The login screen below will be shown.

|_;3_r||;1|_];3_|;1.53: --Fleaze Select Langnge--
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Default account is administrator (lower case)
Default password is admin (lower case)
Language selection:

Traditional Chinese

Simplified Chinese

English

Click OK after selecting the language to go to the QnoSniff Professional AP control panel.

Distributed Network Monitoring

The system time, login IP, and login ID are shown at the top left corner; the language selection menu is at the

top right corner.

& QnoSniff

Distributed Network Monitoring

The main menu to the left side includes 7 items
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Distributed Network Monitoring

Interface Configuration

Remote Setting

1] Monitoring target: The NIC for packet/traffic monitoring. QnoSniff Professional will capture the network
information from your PC; you may also select it from the pull-down menu. The NIC to be monitored must be

connected with Ethernet cable to the mirror port on the router.
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w
Metwork Euia fer ‘B dapter fn:nr nen): dialup and VPN captre' o
[ A0 TE Y ]

Interface Information
thit Etherin
Device A ccomnt

Dievice

Connecton Statuz Cff-linge

[2] After selecting the correct monitoring target, the IP and MAC address will automatically be shown.

[3] Login account/password: Enter the router account/password with which you connected to the PC, and then

click "Save" to verify the connection.

[4] If you receive the "Action Failed" message after clicking "Save," check the following:

1. Incorrect router account/password: please enter again.

2. Connection issue between router and PC: confirm connection to mirror port.

3. Router support for QnoSniff Professional is not enabled: please follow the instructions in the previous

chapter.

[5] After saving the router account/password, the connection between QnoSniff Professional and the router
will be verified. The message will be shown if connection is successful as well as the trial/registered version of

QnoSniff Professional (as below).

eot Inferface Wetwork adapter Fealtek B TLA169/31 10 Fanulv Grigabit Ett s
Interface Information 152.168.1 200 S e [U-1F-C6-7E-84-B

Device Accoumnt

Dy

Conmnectio

[6] Remote access configuration: QnoSniff supports remote web access, and the communication port must be
first configured to enable this feature. System default is port 80 or you can change the port to match specific

requirements. Click "OK" to save the changes. In addition to the communication port used by the program, the
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firewall and antivirus software on your PC must also be configured to open up the port for remote access to

take effect. The router must also be configured to recognize the remote access port, as shown below:

1. Go to the router setup page, select "Advanced setup" => "DMZ/Forwarding" => "Port Range Forwarding"

F DMZ [ Forwarding

Inbound Load
Balance

LIFnP

Routing

Cne to One MAT
DOMNS
MAC Clone

E-Bulletin and ARF
Binding

2. In the port range forwarding page, assign the communication port you configured for remote access in
QnoSniff Professional to the PC with QnoSniff Professional installed. For example, if the IP address of PC
with QnoSniff installation is 192.168.1.100 and the remote access port is 80, set the communication port as
HTTP [TCP/80 ~ 80], internal IP address as 192.168.1.100, port location to "Any" and add to the enabled list.
Click "OK" for the changes to take effect.
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© Port Range Forwarding

Senvice Port: | HTTP [TCP/280~80] v|

Internal I Address : 192 | [168 | 1 | 200 |

Interface :

Enabled :

HTTP [TCP80~80]=192.168.1.200-=Any

* Please note!

1. If your remote access port is not listed in the pull down menu of existing service ports on the router, it needs

to be added to the router “Service Port Management”.

2. If you need to assign a specific WAN IP for remote access and not from all WAN connections, choose the

WAN IP interface instead of "Any" for the port location.

3. If the remote access port for QnoSniff is already in use by another router (e.g. the remote management port

for the router is also port 80), these two ports can not be the same one and should be changed.

After configuring the remote access port in the program, PC firewall or antivirus software, and router, test the

remote access connection by logging into the web interface of QnoSniff Professional from a remote host.

Check the WAN IP address from the router homepage.
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Interface WARM 1
IP Address 192.168.4.116
Default Gateway 192.168.4.1
192.168.5.120
S SEILE 192.168.5.21
Session 3
Downstream 0
Bandwidth Usage(%)
Upstream Bandwidth 0
Usage(%)

Dyndns Disabled
3322 Disabled

OONS ' btdns Disabled
Cinoddns Disabled
Quality of Service Orules set
[Relizess
Manual Connect
[FRAEmER

In the example above, enter "http://192.168.4.116:80" in the address bar of the browser (the port number is at

the end after the colon)

If the configuration and connection are both correct, the login page will be shown.

Account -

Password -

IELEAEECR -Flease Select Language—-  +

Apply Cancel

Default account is administrator (lower case)

Default password is admin (lower case)

Language selection:

Traditional Chinese
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Simplified Chinese

English

Click OK after selecting the language to go to the QnoSniff Professional Web control panel.

Distributed Network Monitoring
» Database Management

P Service Confignration ~
Interface Configuration

“ Privilege Configuration

j LR Dedil E kU El Network adapter ‘Realtek RTL8169/8110 Family Gigabit Ethernet NIC (Microsoft's Pacl »
MM User Group Management Interface Information p |192 168 1.100 MAC ‘00—1F—CG—?B—B.&—ED

Device Account ﬁmn

@ System resource analysis 5
¥ ¥ Device Password

' Connection Status Trial Version
Traffic Information

+ Cancel
a Statistic Informatien

O Exit

* Please note!

1. If you enter a specific WAN interface in Qno router port range forwarding page, please use the IP address
of the WAN when entering the address link of remote login. If you selected "Any" for the interface, then any

WAN |IP can be used for the connection.

2. Contents presented by QnoSniff Professional local installation and web (remote access version) are

identical; the only difference is in the basic configuration settings:

Local installation version can change the remote access port, and web version cannot.

Local installation version can change the database path on the hard drive, and web version cannot.

Local installation version can directly output a portion of data to PDF file, and web version cannot.
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(However, the web version can send out e-mail with data directly converted into PDF file)
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IV. Basic Setup

This chapter includes the basic software setup, such as database path directory, storage device, and

restrictions etc.
Basic configuration includes three sub-menus:
1. Interface configuration

2. Database management

3. Service configuration

The interface configuration is included in the previous chapter.

Database management
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DataBasze

CA0noSniffih
Month

Description

Database Storage Path | Default installation path is on the hard drive partition as the QnoSniff Professional
program. To change the database path directory, please click on the "Browse" button

at the lower right and browse to the desired directory in the popup window.
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* Database size will increase along with time. Make sure there is sufficient hard drive

space to allow the database to grow.

Database reserved for

Database retention period can be set to 1-6 months. Two actions can be configured

for database entries past the retention period.

1 © Overwrite when exceeding

New entry will overwrite the old entry. Old database entries will not be archived, and

therefore used hard drive space will not be increased.

2 © Stop recedving and storing when exceeding

New entries will not be received nor saved, and old database entries will not be

deleted. The retention period must be reconfigured or reset in order to start

39




your future life

QNO Technology QnoSniff Professional 2.0

collecting and saving new data.

ol (elect "0" for continuously date collection)

If you do not want the database to be interrupted and do not wish to delete old
entries, please choose "0 months" for the retention period to indicate that the

database will not be stopped.

Remaining capacity

warning

1. Size detection and warning for remaining hard drive space:

When the remaining hard drive space for database storage is lower than __ MB
(200-2048MB), notify the administrator.

2. E-mail file size limitation: To prevent excessive e-mail data quickly taking up and
wasting storage space, the e-mail record size can be restricted to 1-10 MB. If the total
e-mail data (including attachments) exceeds the size limitation, the e-mail will still be
recorded up to the configured data size. Therefore, attachments may be partially cut

away and cannot be properly opened, but the file name will be retained.

3. FTP file size limitation: To prevent excessive FTP data quickly taking up and
wasting storage space, the FTP file size can be restricted to 1-10 MB. If the FTP file
(both uploaded and downloaded) exceeds the size limitation, the FTP transaction will
still be saved up to the configured file size. Therefore, attachments may be partially

cut away and cannot be properly opened, but the file name will be retained.

Enable E-mail alert

After enabling this function, the system will send out an e-mail to notify the
administrator when the remaining storage space is lower than the designated
capacity. In addition, the e-mail report function on each page must also be forwarded
through this SMTP Server. If the SMTP Server is not correctly configured, the e-mail

report function cannot be used.

SRS Please enter the domain of the SMTP Server (e.g. ms12.hinet.net)

Port
: Communication port for outgoing e-mail (e.g. 25)

Apconnt

: E-mail account (e.g. tony.chen)
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Paszwond

. E-mail password

EmailBox

: E-mail address (e.g. tony.chen@ms12.hinet.net)

Email Bubject

: E-mail subject
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Service Configuration: Configure the account for QQ IM monitoring based on the http (web visits) logging

mode.
HTTP specific website configuration requires detailed records of the website and IP address:

QnoSniff Professional by default only logs the main domain address for http/website/web page visits. For
example, the domain "http://tw.yahoo.com/" will be logged, but pages under the domain will not be shown and

will only be logged as "tw.yahoo.com"

Websites that you need to be assigned for full detailed logging must be included as "Website for detailed
logging / IP" to log the full link address. For example,
http://tw.news.yahoo.com/article/url/d/a/090911/17/1qwgx.html

Enter the main domain name for full detailed logging in the Website/IP field, click "Add " and then "Save" for

the changes to take effect.

Service Configuration

i L =y = d
Weed the detadl record website/TP Edit

IM QQ number:
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(]
Tzer Name [ Within 20 limit boes)

Go To a0 : VETY Dage Eecard

Mo Q0 Number

QnoSniff Professional supports QQ specific monitoring among IM applications. The QQ accounts and

passwords to be monitored "must" be entered into the system for monitoring and logging of QQ message.

Enter the QQ account/password to be monitored into the blank fields, click "Add " and then "Save" for the

changes to take effect.

For example, enter the following information into the blank fields in order, QQ account is 12355639 with
password 34568989, and the user ID is Salesl, then click "Add " then "Save" to take effect.
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V. System and Authorization Management

This chapter includes the login accounts for QnoSniff Professional system administrator and users, in addition

to system logs.
5.1 Privilege Configuration

Privilege configuration can be applied to a specific "account type" logging into QnoSniff Professional systems,

that restricts the account's access to system logs and charts for different communication protocols.

Databasze Accessment

Privilege Tvpe View Privilege Edit Privilege Members
CHART,TELWET,PZF,IM,HTTF, EMAIL,FTP
CHART,TELWET,PZF,IM,HTTF, EMAIL,FTP
CHART,TELWET,PZF,IM,HTTF, EMAIL,FTP
CHART,TELWET,PZF,IM,HTTF, EMAIL,FTP

Privilege type: Enter the name for the level of account that you wish to assign, for
example Common User, while the administrator account has the
highest level of authorization. The default is set to read/edit
permissions to all logs and charts for all communication protocols,

but cannot be modified or deleted.
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Communication protocol:

Privilege configuration:

Add:

Edit:

Please note that there are 5 levels of system authorizations, from
high to low: administrator, admin, user, defineuser, and self-

defined. Newly added accounts are self- defined and have the lowest
authorization level compared to the other four types. When modifying
the account type, the user will only be able to change their own and
the lower authorization account levels.

As the logging data collected by QnoSniff Professional are mostly
based on communication protocols, access/edit permission and chart

outputs are based on the logging data of various protocols.

* Please note!

Access/edit permission for each communication protocol is as
specified in the Summary Info (communication protocol detailed list).
The chart outputs will also be sorted by the communication protocol,
but the individual access permissions cannot be set. They can only
be set to "All" for the data and charts for access/edit permission
settings.

Access permission for each communication protocol and statistic

chart.

N/A - Cannot read and cannot edit, the user control options will not

be shown.

Read - The data can only be viewed and cannot be deleted/modified,

the e-mail/PDF buttons cannot be used.

Edit - The data can be viewed, deleted, and e-mail/PDF function can
be used.

Click this option after filling in the account info, the "New user added"
message will popup and the new entry will be added to the list below.
To modify the existing account, please click the "Edit" button to the
right of the list entry. The contents will appear in the fields above
ready for modification. Please click "Edit" after the contents are
modified (the "Add" button will change to "Edit" under editing mode)

and the system will prompt if you wish to modify the entry. Click OK
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to complete the modification.
Cancel: This will clear the data fields you have entered, or cancel the

modification action.
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5.2 User Management

After configuring the privilege level, you can add new accounts to each of the privilege levels as specified in
"Privilege Configuration”. The "User Management" accounts are the account/password/language settings that
users use to login to the system. Similarly, based on the registered account level, the user will only be able to
modify their own account information as well as add new or modify accounts with lower authorization levels.
The highest level administrator can add other administrator level accounts, while non-administrator users

cannot use this function.

User Managerment

Emaal

Aot Privilege Tvpe Email Account

ad mn@nrahoo com.en Simplified Chinese
ahcEcom.ip Trad itinnal Chiness

Account: Enter the account name for login

Password: Enter the login password for this account

Re-key password: Enter the same password for confirmation

Privilege: Choose the account level from the pull down menu. Default levels include

administrator, admin, user, and define user. Newly added or modified account

levels will also show up in this pull down menu for selection.
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E-mail:

Language:

Add:

Edit:

Cancel:

* Please note!

Enter the e-mail address for the account and for receiving the "e-mail"
natification.

Default system language as Traditional Chinese, Simplified Chinese, or English
after the user is logged in.

Click this option after filling in the account info, the "New user added"” message
will popup and the new entry will be added to the list below.

To modify the existing account, please click the "Edit" button to the right of the
list entry. The contents will appear in the fields above ready for modification.
Please click "Edit" after the contents are modified (the "Add " button will change
to "Edit" under editing mode) and the system will prompt if you wish to modify
the entry. Click OK to complete the modification.

This will clear the data fields you have entered, or cancel the modification

action.

By default, the preset "administrator” and "admin” login accounts include dummy e-mail addresses. Please

remember to change to valid e-mail addresses to be able to receive the e-mail notification and report.
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5.3 User log

User logs will show all user login, logout, and modification information etc. Only the administrator and admin
level users on QnoSniff Professional will see the user log list after logging in. Other user levels will not be able

to see the user logs.

PDF:

Converts the logs into PDF file for archiving or reference. Please click the "PDF" button to export.
Clear:

If the logs are no longer needed, click the "Clear " button to delete all logs.

_|_page, _records/page: Customize the number of entries on each page and directly jump to another page.

User Log

Status information

2009-09-29 09:49:40 127001 Logout succes

2005-05-29 09:51:31 administrator 127001 Login success

2009-09-29 17:44:17 administrator 127001 Update Member who Dept_ID s aoll...
2009-00-20 17:44:17 administrator 127001 Update Member who Dept_ID fsnwll..
2009-09-29 17:44:17 administrator 127001 Update Member who Dept_ID s aoll...
2009-00-20 17:44:47 administrator 127001 Modify Interface Confifuration: B2
2009-09-29 17:45:10 administrator 127001 Update Member who Dept_ID s aoll...
2009-00-39 17:45:10 administrator 137001 Update Member who Dept_ID jsnwll..
2009-09-29 17:45:10 administrator 127001 Update Member who Dept_ID s aoll...
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VI. User Group Configuration

This chapter includes the group management in QnoSniff Professional. User groups are convenient in
centralized management as we would not need to set each user one-by-one, and changes can be applied to
all users within the group. You can also assign groups based on the network usage situations, and take

advantage of QnoSniff Professional to better match the behaviors of intranet users.

6.1 Department Setup

Group Configuration

Department Name _
Description _

Monitor Yes b

Protocol W FIF [ Emsil W HTTP N M W TELNET

Diepartment Mame Description Edit
|:|ﬂ'|,|3 s o ﬂ'LEeI:E: ki es : E d |t rg

Department name: Name for the specific department, e.g. Sales, RD.

Description: Brief description and notes on the department for identification.
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Monitor:

Protocol:

Add:

Edit:

Cancel:

Monitoring and logging for the department.

Departments will be monitored and logged by QnoSniff Professional on the
specified communication protocols. To disable monitoring or if the department
uses confidential information, e.g. higher management e-mail or IM messages,
the exception items can be selected.

Click this option after filling in the account info, the "New user added" message
will popup and the new entry will be added to the list below.

To modify the existing account, please click the "Edit" button to the right of the list
entry. The contents will appear in the fields above ready for modification. Please
click "Edit" after the contents are modified (the "Add " button will change to "Edit"
under editing mode) and the system will prompt if you wish to modify the entry.
Click OK to complete the modification.

This will clear the data fields you have entered, or cancel the modification action.
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6.2 User List

The user list is for expanding the user groups and users. The users to be monitored by QnoSniff Professional

must be added into the user list.

User List

= GroupDepartment

Diepartment Mondtor

Username:

IP address:

MAC:

Department:

Starlu%:umh;ieonit:ur IP Address

Enter the name of the user, e.g. SalesPC1.
Enter the IP address of the user, e.g. 192.168.3.100

Either manually or from the pull down menu of automatically learned list of IP.
Enter the MAC address of the user, e.g. 00-1A-B6-02-3F-9A (please note the
format with "-" spacing)

Select the preset group to add the user from the pull down menu.
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Monitor:

IP-MAC learning:

Monitoring for this single user.

Please note that even if the user belongs to a group that is currently being
monitored, setting the monitoring option for this single user to "No" (no
monitoring) will exclude the user from monitoring. This setting is applied to a
single user only.

If the intranet user list is readily available then it can be manually entered into
the system, but will still require time and labor. QnoSniff Professional includes

the IP-MAC automatic learning tool that can easily do the job for you.

Click the IP-MAC learning button and another window will popup to display
the intranet user information QnoSniff Professional automatically obtained,
including the computer name (or the MAC address will be shown), IP address,
and MAC address. The username can be filled in and the department can be
selected from the pull down menu. Specify whether the user is to be
monitored and when all users have been configured, checkmark "All"* and click
"Save" to finish. This completes the grouping, monitoring, username setup for

intranet users in one single process.

If any user information is missing in the window popup, click the "Refresh"

button to run the learning process again.

* Please note!

Users that have been setup and added to the user list will not appear in the
IP-MAC learning list. If the user IP address is changed after being added to
the list, the original MAC address will be used to automatically update the new

IP address for the existing user.
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(D IF HAC

Host
NarmerMAC IP Address MAC

Department
Mame

00-0E-A0-50-00-00 |192.168.1.1 00-0E-A0-50-00-00 others
NES7002 192.163.1.100 00-1F-Ca-7B-84-BD others

User list added

* Please note!

IP-MAC automatic learning process is based on the ARP inquiries sent to all user computers within the same
subnet of the intranet network. If your intranet PC is behind a firewall, the user information might not be

detectable by QnoSniff Professional.
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User List

= Group/Department
(=) others {1}
testO01
(= Balex (1)
testO02

Diepartment

Monitor

No Department  Mondor >, Monitor IP Address MAC

Ye v

Host

ser Maumne NamefAC

-m‘hsrs Ves 000-09-30 193233 1921681100 | D0-1F-CA-7E. testil] NES7008

2 e 2009-09-29 19:32:44  [192.168.1.1 00-0E-40-50... | testD02

* The first timestamp for monitoring is when the user is added to the list and the monitoring option is set to

"Yes".
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VII. System Resource and Analysis

This chapter includes the router information as monitored by the QnoSniff Professional enabled PC, including

CPU usage, memory usage, and upstream/downstream data for each WAN interface on the router.

7.1 CPU usage

Regardless of the CPU usage, memory usage, or WAN traffic flow on the router, the SNMP function must be
enabled on the router in order for QnoSniff Professional to correctly capture the information. Go to the router

management page "System Tool" => "SNMP" and make sure that SNMP is enabled.

Fasswaord
Diagnostic
Firmware Upgrade
Setting Backup

F SHMP

Time

System Recover

License Key

O SNMP

Enabled

System Name : |4_1'|'ﬁ.H_Gi gahit_Router

System Contact: |

System Location: | |

Set Community Name : |1:'rivate

Trap Community Name : |Public

|
|
|
Get Community Name : |Pub1i-: |
|
|
|

Send SNMP Trapto: | |

Ay | Cemneel

Return to the system resource page of QnoSniff Professional. The left hand side of the CPU usage page
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shows the daily report, weekly report, monthly report and custom report. The calendar is shown on the right

2009-09-29

September, 2009

Sun Mon Tue Wed Thu Fr Sat

1 2 3 4 5
6 7 8 9 10 11 12
13 14 15 16 17 18 19
20 21 22 23 24 25 26
27 28 ) 20

[__IToday: 10/20/2009 and can be directly clicked on to show the line chart with the max, min,

average values within the time period shown under the chart. The calendar report is as described below:

[1] Select daily report: Select the date on the calendar to indicate the CPU usage for the day (0 ~ 24 hr). For
example, selecting 9/29/09 indicates the CPU usage record for the day on 9/29/09.
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CPU Uzage

Feport Type 2008-05-29  [w

o

[N S T L SO Y e e TR PR Sl o
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1.7
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l.é
1.5
1.4
1.3
1.3
1.2
1.1
1.0
0.9
0.9
0.8
077
0.8
0.8
0.5
0.4
0.3
0.3
0.2
0.1
0.0
0.0

[ e R IS R o T o S R )

|
00 01 02 0304 0506070809 1011 1213 14 15 16 17 15 19 20 21 22 23 (Hour)

[2] Select weekly report: Select the date on the calendar to indicate the CPU usage for the week the date falls
within. For example, selecting 9/14/09 indicates the CPU usage record for the week between 9/14/09 and
9/20/09.
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CPU Usage

Report Type 2005-05-20 |

=
-

1.7
1.4
1.6
1.5
1.4
1.4
1.3
1.2
1.2
1.1
1.0
1.0
0.9
0.9
0.8
077
0.7
0.4
0.5
0.5
0.4
0.3
0.3
0.2
0.1
0.1
0.0
0.a

T ) SO0 T DD SR = G T

[3] Select monthly report: Select the date on the calendar to indicate the CPU usage for the month the date
falls within. For example, selecting 20099/29 indicates the CPU usage record for the month of September
20009.
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CPU Usage

Report Type 2002-05-20 |

&
-

IS Y T W Y o T T O o Y S R [ PN AN LTy

177
1.4
1.5
1.5
1.4
1.4
1.3
1.3
1.2
1.1
1.1
1.0
1.0
0.9
0.8
0.8
077
0.7
0.4
0.5
0.5
0.4
0.4
0.3
0.2
0.2
0.1
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1 234 56 78 9 101112131415161718192021 2225324 25 26272582930 (Date)

[4] Select custom report: Select a period of time for data lookup between 2 two calendar months in 24-hr
format up to 32 days. The custom search criteria (non-default) will require longer processing time to present

the data.
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CPU Uzage

Report Type 2009-09-19  » |0000 v [ 2009-09-29  + 2300

Please note: Please click the "Search" button after selecting the time period from above. As the data will only
be updated when the page is first loaded, please click the "Search" button again if the time period has been
changed. The local installation version supports PDF and e-mail functions, and the web version supports

e-mail function only.
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7.2 Memory usage

This indicates the system memory usage on the router presented in percentage.

®

Memory Usage

|
00 01 02 0304 0506070809 1011 1213 14 15 16 17 15 19 20 21 22 23 (Hour)

Selection of time period is identical with the CPU usage and can be customized to review the router memory
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usage within different time periods.

7.3 WAN Traffic

WAN traffic includes upstream and downstream data. You can select the specific WAN interface to monitor

and display the traffic flow.
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WAN Traffic Record

Feport Trpe by ~ [l 2009-09-29 v

° @ WAN UpStream

O  WAN DownSiream wanl [v] wan2 wan? [v] wand [v] wan5 wanf [v] wan? wanf

— WWARN1 AR WWANT —— WWANA —— WARNS WANE |
— WANS —— YWAND

Unit:KBps

10:00 15:00 20:00
Unit:Hour

blan Total Value
. 218911

The average, max, min traffic data (within the designated time period) for the selected WAN interface will be

shown at the bottom.
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VIIl. Summary

Core functions of QnoSniff Professional - Monitoring and logging of communication protocols.
Communication protocols supported by QnoSniff Professional include the following:

(1) Web browsing (HTTP)

(2) e-mail (SMTP and POP3)

(3) File transfer (FTP)

(4) Point to point downlad (P2P)

(5) TELNET

(6) Instant messaging (IM)

In the following section we will introduce the monitoring and logging features for various services and traffic

data.
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8.1 Real-time Status

The real-time status includes network traffic for all users on the same day; therefore, the data will only be
accumulated for one single day. Logging into the page the next day will present you with the intranet user

traffic data for the next day.

Real-Time Traffic Status

Select Department

Band:

TELNET IP Address Monitor Start Time

This list contains the following traffic data for different communication protocol of each user, including instant
messaging logs, web page browsing, FTP, e-mail records, Telnet logs and traffic flow (bandwidth ratio). The
hyperlink is available for each communication protocol that links to the detailed records for the individual user

as shown below (using FTP as example).
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er Information

SEiE el Wit Lol 0009-09-01 [ _F®2009-10-19 ]
m m Go Tu page Every Page Record Mext Page m

Select All File 3ize (K

B)

0O Date/Time IP Address User Name Host Name/MAC FTP Server FIP Account Direction File Name

$-2C-38F . i ..
61.220.5 Ancnymous DownLoad v m.ini

Anonymous DownLoad god cre.txtZ
Anonymous DownLoad god cre.txtZ
Anonymous DownLoad MIR ce.dll
Anonymous DownLoad

Anonymous ownload Table.rom

67



()

your future life

QNO Technology QnoSniff Professional 2.0

8.2 Web information

Web browsing is the web page browsing history of the user, and the http communication protocol is being

monitored.

‘Web Browsing Information

Search Rule 2 P Search
Search Rule 3 Mail [ Delete
m m goto page every page has rows MNext Page Next 10 Pages
Selg Al Date/Time IP Address User Name Wehsite Wehsite IP Address  Reacgrg
F HTTP:/TW.BOOKMARKS TAHOO.COM
O P-i/80.202.157.227
O TW.NEWS. TAHOO.COM
O TTP:/WWW.PTS.ORG.TW
O TTP/ZH-TW FXFEEDS MOZILL A COM $3.245.200.03
F PU/STATIC AKX FECDN.NET
] 28 16:56:46 92.168.0.188 TP://)2687923841 CHANNEL38 FACEBOOK.COM $9.63.178.128
Search Rule 1 Select the date/time range to lookup data.
Date/Time:
Search Rule 2, Search Select the search filters below
Rule 3:
IP address, user name, computer name/MAC address, website address
* Please note!
If all three of the search filters are specified for the real-time status and the
communication protocol lists, the search result must match all three filter
criteria; if only two are specified, both of the search filters must be matched;
if only one is specified, then only the single search filter must be matched.
Search: After specifying the search filter, click "Search" button to update the data
list.
E-mail: Each login account will come with a specific e-mail inbox (from "System and

authorization management" => "Privilege configuration™) that the e-mail

function can send current page you are viewing in the PDF format.
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Delete:

PDF (only available on

local installation version):

Previous 10 pages:

Previous page:
Next page:
Next 10 pages:

Gotopage

Every page _ records

Put a checkmark in the box to the left of each entry in the list to set for
deletion.

If logging in from the PC with QnoSniff Professional installed, click on the
"PDF" button to convert the page into a PDF file to be saved on another
hard drive or directory.

Click this button to jump back 10 pages. For example, if you are at 201st
data entry with 10 entries shown on each page, click on the "Previous 10
pages" button to jump to the page with the 101st data entry.

Go to the previous page on the list.

Go to the next page on the list.

Click this button to jump forward 10 pages. For example, if you are at 1st
data entry with 10 entries shown on each page, click on the "Next 10
pages" button to jump to the page with the 101st data entry.

Specify the number of entries shown on each page for 10, 30, 50, 100
entries; or use the pull down menu to directly jump to the page number to

view.

Data list columns

Date / time:
IP address:
Username:

Host name/ MAC:

Website:
Website IP Address:

User access timestamp

User IP

Name of user

Name or MAC address of the user's computer (the MAC address will be
shown if the computer name cannot be resolved)

Name of website the user visited

The IP address of the website the user visited
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Record: Number of times the website is visited (increments by 1 count every 15

minutes)

* Please note!

Even if the website domain name is the same (e.g. tw.yahoo.com), the
different corresponding IP address will count towards a separate data entry;
The user visit count for a single website will increment by 1 every 15
minutes. In other words, all visits to the same website (including the domain

name and full web address) within the 15 minutes will count as 1 visit.
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8.3 E-mail information

The user e-mail records are monitored by the standard SMPT and POP3 communication protocols.

Email Information

Search Rule 1 Date I3l 2009-09-01 | B 2009-10-19 [ ]

v D Psearh
m m Goto Page EveryPage HasJJIUlINdl Rows NextPage  Next 10 Pages

Host Name/MA
C

Sender Receiver Content

Date/Time IP Address User Name Subject Downloading

B)

"Tisha Hyatt" <Tish
arebellingF aulk @ mig
rationmusEums. org>

ANNOMO.ID T34 00-1
0-28 25

O | 05| 1921680247

e

Rolex replica watche
Hot Sale 77% off

1=
[

623 Outlook Open §

=

e B D A PP < + | "Hollie Chu" <Hollie
O "’"’"’.’_;:’ <1 192.168.0247 T chovAmbrose@wiki | <scclm@aonats 390 Outlook Open €
o media.org>
<xilouris @ alessandr
"Concstta 7 o o 0.dez<plaumanni@
O 08092823 o Ccnt:le[[[a[;'ciz?bal?\'cg ”Hmd_"c'j*ff;‘; Finest 1z o5 | HETT
750 Slle5.0.22 D-60 t_@mmda.ri.ncrimul.: d-_ga ‘:_\a.t’l l._.. B ,\ 6.13 Cutlook Cpen
o> snapp/@alessandro.
de> <langemann@ale
szandro.der
Search rule 1 Date/ Select the date/time range to lookup data.
Time:
Search rule 2, Select the search filters below
Search rule 3: IP address, username, computer name / MAC address, sender e-mail address,
recipient e-mail address, subject of e-mail
Search: After specifying the search filter, click "Search" button to update the data list.
E-mail: Each login account will come with a specific e-mail inbox (from "System and
Authorization Management" => "User Management") that the e-mail function can
send current page you are viewing in the PDF format.
Delete: Put a checkmark in the box to the left of each entry in the list to set for deletion.
PDF (only available on If logging in from the PC with QnoSniff Professional installed, click on the
local installation version):  "PDF" button to convert the page into a PDF file to be saved on another hard

drive or directory.
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Previous 10 pages:

Previous page:
Next page:
Next 10 pages:

Gotopage

Every page _ records

Click this button to jump back 10 pages. For example, if you are at 201st data
entry with 10 entries shown on each page, click on the "Previous 10 pages"
button to jump to the page with the 101st data entry.

Go to the previous page on the list.

Go to the next page on the list.

Click this button to jump forward 10 pages. For example, if you are at 1st data
entry with 10 entries shown on each page, click on the "Next 10 pages" button to
jump to the page with the 101st data entry.

Specify the number of entries shown on each page for 10, 30, 50, 100 entries; or

use the pull down menu to directly jump to the page number to view.

Data list columns

Date / time:
IP address:
Username:

Host name/ MAC:

Sender:
Recipient:
Subject:
Size:

Downloading:

Timestamp for the e-mail

Sender/recipient IP address for the e-mail

Sender/recipient username for the e-malil

Sender/recipient computer name or MAC address for the e-mail (the MAC
address will be shown if the computer name cannot be resolved)

Sender of e-mail

Recipient of e-malil

Subject of e-mail

Size of e-mail (including body and attachments)

"Outlook Open" button is used to open e-mail messages with Outlook or
Windows Mail. The e-mail can be first downloaded and saved to the local drive,

then opened in Outlook to open/save the attachment file.

* Please note!

If remotely logged in from the web or directly opening the e-mail by clicking
"Outlook Open", the mail will be displayed in the default html application. The
example below uses Firefox to directly open and display the e-mail message.
(Select the language encoding from the menu in the upper right side for English,

Traditional Chinese, Simplified Chinese)
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Language:| English ~]
From | adbse0129@yahoo.com.tw

To |'BEEGO(ZEMEEHLER)" <healthgo@yahoo.com tw=
Subject RE : Tdfiast  (form@HECO=-{AAEAES)

— 09/9/14 (—) » {2EEGO(H S EE2EH hE ) <healthgo@yahoo.com.tw> &3k .

Content: "Content" button opens the e-mail with the built-in application of QnoSniff
Professional, and therefore can only be displayed in pure text format. The
attachment filename will only be shown and cannot be opened or saved. This
method is more suitable for quickly viewing e-mail messages with pure text

contents.

The upper right menu can be used to select between Traditional Chinese,
Simplified Chinese, and UTF-8 encoding to display the e-mail contents. If your
message is displayed in random characters due to a different character

encoding used, please switch to another language type.
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Encoding
SRRl Rolex replica watches Hot Sale 77% of
Send Address |"Tisha Hyatt" <TisharebellingFaulki@migrationmuseums.org=
Send Host_IP

Send Host Mac

Dst_Addr |<|:hunkvspd@aIue-a'era-hndensee.de:=. Cc: =vocativesan1@aloevera-bodens
Attchment

Wonderful t''mepieces at affordakle pr''ces!!Hot deal
2 that you cannot m'"'ss outthe latest trends and fas
h''on in =stockhtrtp://blackfeetc.blushtenp.com/

Content

SEA & R - HIi0% -

)
s
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8.4 FTP information

File transfer in QnoSniff Professional refers to the standard FTP protocol including active and passive modes.

Other encrypted type file transfer protocols (e.g. SFTP, FTPS, FTPES etc.) are not supported by QnoSniff

Professional and cannot be monitored.

File Transfer Information

Search Rule 1 Date from . tn ]

Search Rule 2 pSearch File Name Encoding

Search Rule 3 B Mal  EDelete

m m Go To page Every Pag Record MNext Page m

SEIEDCI Al Date/Time IP Address User Name Host Name/MAC FIP Server FIP Account Direction File Name File]f)i.ze =
O 2008.0020 23:40:22 82.168.0.162 23'3359'3039'3 §1.22058.43 Anonymous ownload | version.ni 0.191
] 2009-09-30 00:00:40 92.168.0.21 _g Arnonymous Download god cre.txtZ 10.602
O %: Anonymous Download god cre.txtZ 10.602
O 5" . Anonymous ownload 45.568
O % Anonymeus Download 138
O ; Anonymous DownLoad 0208
= 2 = e s i ==

Search rule 1 Date/  Select the date/time range to lookup data.

Time:

Search rule 2

Search rule 3:

Search:

E-mail:

Delete:

PDF (only available on local

installation version):

Select the search filters below

IP address, username, computer name / MAC address, FTP server, FTP
account, direction, file name

After specifying the search filter, click "Search” button to update the data
list.

Each login account will come with a specific e-mail inbox (from "System and
Authorization Management" => "User Management") that the e-mail
function can send current page you are viewing in the PDF format.

Put a checkmark in the box to the left of each entry in the list to set for
deletion.

If logging in from the PC with QnoSniff Professional installed, click on the
"PDF" button to convert the page into a PDF file to be saved on another

hard drive or directory.
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Previous 10 pages:

Previous page:
Next page:
Next 10 pages:

Goto page

Every page _ records

Click this button to jump back 10 pages. For example, if you are at 201st
data entry with 10 entries shown on each page, click on the "Previous 10
pages" button to jump to the page with the 101st data entry.

Go to the previous page on the list.

Go to the next page on the list.

Click this button to jump forward 10 pages. For example, if you are at 1st
data entry with 10 entries shown on each page, click on the "Next 10
pages" button to jump to the page with the 101st data entry.

Specify the number of entries shown on each page for 10, 30, 50, 100
entries; or use the pull down menu to directly jump to the page number to

view.

Data list columns

All:

Date / time:
IP address:
Username:

Host name / MAC:

FTP server:
FTP account:
Direction:

File name:

Put a checkmark in this box to select all entries on this page to be marked
for deletion.

Time and date of the FTP upload/download record.

Intranet IP address of the FTP upload/download record.

Intranet username of the FTP upload/download record.

Intranet computer name or MAC address of the FTP upload/download
record.

FTP server IP address of the FTP upload/download record.

FTP login account of the FTP upload/download record.

Direction (upload or download) of the FTP upload/download record.
Name of target file of the FTP upload/download record. Click on the

hyperlink to save or directly open the file with the designated program.

* Please note!

If the "Basic Setup" => "Database management" => "File size limit" has
been set (e.g. 10MB), target files for FTP upload/download larger than the
size limit cannot be completely archived to the database. The database will
only archive up to the preset size limit (the original file size will still be
displayed in the file size column) and therefore attempts to open the file

may fail due to this size limit resulting in an incomplete file.
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File size (KB): Size of target of the FTP upload/download record.
* Please note!

The database will only save the FTP files up to this size limit and discards
the excess data. However, the original file size will be saved for calculating

the actual bandwidth flow.
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8.5 P2P information

QnoSniff Professional supports monitoring and logging for common P2P sharing programs, and can
determine the transmission protocol and bandwidth flow used by these P2P programs. QnoSniff Professional

may include further updates for identifying various P2P software and transmission protocols.

P2P Traffic Information

Search Rule 1 Date jeny 2009-09-01 | B 2009-10-19 fi PO Search
Search Rule 2 IP Address v [ ] B Mail  @Delete
m m Goto Page Every Page Has Rows Next Page Mext 10 Pages

Upload Speed (KB/ Download Speed (K
BiS)

Select |:| Date/Time IP Address Tzer Name Host Name/MAC

Upload Size (KB) Download Size (KB)

,
b=l I~

ISR

SO
[

20-90-CC-DC-SE-IC
00-0-CC-DC-SE-1C
00-16-E6-DC-15-12

@ e o
e e

=

OoooOooooooao

= TR =4 = =4

=]
=

Search rule 1 Date/  Select the date/time range to lookup data.
time:
Search rule 2: Select the search filters below

IP address, username, computer name / MAC address

Search: After specifying the search filter, click "Search” button to update the data
list.
E-mail: Each login account will come with a specific e-mail inbox (from "System and

Authorization Management" => "User Management") that the e-mail

function can send current page you are viewing in the PDF format.

Delete: Put a checkmark in the box to the left of each entry in the list to set for
deletion.

PDF (only available on local If logging in from the PC with QnoSniff Professional installed, click on the

installation version): "PDF" button to convert the page into a PDF file to be saved on another

hard drive or directory.
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Previous 10 pages:

Previous page:
Next page:
Next 10 pages:

Goto page

Every page _ records

Click this button to jump back 10 pages. For example, if you are at 201st
data entry with 10 entries shown on each page, click on the "Previous 10
pages" button to jump to the page with the 101st data entry.

Go to the previous page on the list.

Go to the next page on the list.

Click this button to jump forward 10 pages. For example, if you are at 1st
data entry with 10 entries shown on each page, click on the "Next 10
pages" button to jump to the page with the 101st data entry.

Specify the number of entries shown on each page for 10, 30, 50, 100
entries; or use the pull down menu to directly jump to the page number to

view.

Data list columns

All:

Date / time:

IP address:

Username:

Host name / MAC:

Upload speed (KB/S):

Download speed (KB/S):

Uploaded size (KB):

Downloaded size (KB):

Put a checkmark in this box to select all entries on this page to be marked
for deletion.

Time and date for the recorded action determined as P2P
upload/download.

Intranet IP address for the recorded action determined as P2P
upload/download.

Intranet username for the recorded action determined as P2P
upload/download.

Intranet computer name or MAC address for the recorded action
determined as P2P upload/download.

Average upload speed for the recorded action determined as P2P
upload/download.

Average download speed for the recorded action determined as P2P
upload/download.

Uploaded data size for the recorded action determined as P2P
upload/download.

Downloaded data size for the recorded action determined as P2P

upload/download.
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8.6 Telnet information

QnoSniff Professional supports the standard Telnet communication protocol. QnoSniff Professional currently
does not support non-standard nor encrypted protocols, e.g. Telnet connection through other communication

ports or SSH connections.

Telnet/BBS Information

Search Rule 1 Date from . to.
Search Rule 2 |
m m goto page every page has rows MNext Page Next 10 Pages
SeleDcl Al Data/Time IP Address User Name Hast Name/AIAC Server IP Server Name Telnet Account Content
O Gusst
O Guest
O Guest
O Gueast
O Guest
] Guest
O Guest
il N
Search rule 1, Date/ time: Select the date/time range to lookup data.
Search rule 2 Select the search filters below
Search rule 3: IP address, username, computer name / MAC address, website
IP address, website name, Telnet account
Search: After specifying the search filter, click "Search” button to update
the data list.
E-mail: Each login account will come with a specific e-mail inbox (from
"System and Authorization Management" => "User
Management") that the e-mail function can send current page
you are viewing in the PDF format.
Delete: Put a checkmark in the box to the left of each entry in the list to

set for deletion.
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PDF (only available on local installation

version):

Previous 10 pages:

Previous page:
Next page:
Next 10 pages:

Go to page _

Every page _ records

If logging in from the PC with QnoSniff Professional installed,
click on the "PDF" button to convert the page into a PDF file to be
saved on another hard drive or directory.

Click this button to jump back 10 pages. For example, if you are
at 201st data entry with 10 entries shown on each page, click on
the "Previous 10 pages" button to jump to the page with the
101st data entry.

Go to the previous page on the list.

Go to the next page on the list.

Click this button to jump forward 10 pages. For example, if you
are at 1st data entry with 10 entries shown on each page, click
on the "Next 10 pages" button to jump to the page with the 101st
data entry.

Specify the number of entries shown on each page for 10, 30, 50,
100 entries; or use the pull down menu to directly jump to the

page number you wish to view.

Data list columns

All:

Date / time:
IP address:
Username:

Host name / MAC:

Website IP address:
Address:

Telnet account:

Content W-ﬂ

Put a checkmark in this box to select all entries on this page to be
marked for deletion.

Time of Telnet record

Intranet IP address for the specific Telnet record

Intranet username for the specific Telnet record

Intranet computer name or MAC address for the specific Telnet
record

Destination IP address for the specific Telnet record
Destination address or domain name for the specific Telnet
record

Login account for the specific Telnet record

Detailed contents for the specific Telnet record; click this button

to show the information below
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QnoSniff Distributed Network Monitoring

Server IP 140112 17211
Server Name 14011217211
D et 2009-09-29 23 55 39 e

ggfifeedck
ggffeeddecch
i ihhggffeedchk

Bz & RS 75 - RI00% -

Website IP address: Destination IP address for Telnet remote login
Address: Destination address or domain name for Telnet remote login
Date / time: Time and date for the Telnet login record

Content: Telnet login information

Encoding: Switch between Traditional Chinese, Simplified Chinese, and UTF-8
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8.7 IM information

QnoSniff Professional supports the following applications for monitoring and logging:

[1] MSN (Live Message / 8.5/ 8.0)

[2] QQ (the user QQ account/password must be entered into "Basic Setup" => "Service Setup" =>"IM: QQ
number" to be able to monitor and log the chatting contents. However, not all "TM" versions of QQ can be

monitored)

[3] Yahoo Message

[4] Google Talk

Instant Messenger Information

Search Rule 2 P Search
Search Rule 3 BX Mail (@ Delete
MNext Page MNext 10 Pages
Select Al . _ -
100 Data/Time IP Address User Name Host Name/MAC Laocal Account Peer Account IM Tyvpe Record
[} 3132527 jill79212 3
O snoop3 1836 bmwhmwd1 0 MSG 2
] elliothuang 23831411 TAHOO MSG 1
O 082 lovelove8086 TAHOO MSG 1
O 01 @hetmail.com machel73_7_2@hotmail com MEN 2
] @hotmail com 5011 mail vzu.edutw 3
O 18 ©
O 32327 10
] (0-0D-0B-DC-8F-81 jung®40002 @hotmail com 13
| 00140300 FF 33 L iloan bt pail o 1
Searchrule 1 Date/  Select the date/time range to lookup data.
time:
Search rule 2 Select the search filters below
Search rule 3: IP address, username, computer name / MAC address,user

account, peer account, IM type
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Search:

E-mail:

Delete:

PDF (only available on local installation

version):

Previous 10 pages:

Previous page:
Next page:
Next 10 pages:

Go to page _

Every page _ records

After specifying the search filter, click "Search" button to update the
data list.

Each login account will come with a specific e-mail inbox (from
"System and Authorization Management" => "User Management")
that the e-mail function can send current page you are viewing in
the PDF format.

Put a checkmark in the box to the left of each entry in the list to set
for deletion.

If logging in from the PC with QnoSniff Professional installed, click
on the "PDF" button to convert the page into a PDF file to be saved
on another hard drive or directory.

Click this button to jump back 10 pages. For example, if you are at
201st data entry with 10 entries shown on each page, click on the
"Previous 10 pages" button to jump to the page with the 101st data
entry.

Go to the previous page on the list.

Go to the next page on the list.

Click this button to jump forward 10 pages. For example, if you are
at 1st data entry with 10 entries shown on each page, click on the
"Next 10 pages" button to jump to the page with the 101st data
entry.

Specify the number of entries shown on each page for 10, 30, 50,
100 entries; or use the pull down menu to directly jump to the page

number you wish to view.

Data list columns

Select All:

Date / time:
IP address:
Username:
Host name / MAC:

Local Account:

Put a checkmark in this box to select all entries on this page to be
marked for deletion.

Timestamp of the specific IM conversation

Intranet IP address for the specific IM conversation

Username for the specific IM conversation

Computer name for the specific IM conversation

User account on the IP / computer listed above for the specific IM

conversation
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Peer account:
IM type:

Record:

QnoSnift

okl test

okl test

higtestonce

okl test

akl thank you

The peer account for the specific IM conversation

IM type of either MSN, QQ, YahooMessage, or Google Talk.
The total number of messages to/from for the specific IM
conversation. Click on the number hyperlink and the detailed IM

conversation will popup (as shown below).

Distributed Network Monitoring

2009-09-29 20:30:18
2008-09-29 20:30:31
2009-09-29 20:30:47
2008-09-29 20:30:56
2009-09-29 20:31:14
2008-09-29 20:31:23
2009-09-29 20:31:39

2008-09-29 20:31:47

* The account info will be shown in the grayed out portion in the example above.

The data can be sorted by the individual columns of date/time, IP address, username, host name / MAC

address, IM type, or logs.
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IX. Statistics

This chapter includes the traffic statistics function supported by QnoSniff Professional, including traffic report,
department traffic ranking list, user traffic ranking list. The intranet user and application data can be presented
by department, communication protocol, and within a custom time period. The bandwidth report and charts

will be updated every 15 minutes with new statistics data, and will not change within the 15-minute period.
9.1 Statistic report
This report includes the statistical data and charts for traffic data of various communication protocols.

From the "Traffic Flow" list at the left, select "Total" to show the statistics and percentage from total traffic flow
for each individual communication protocol within the specified time period. The icon is displayed at the right
hand side. After selecting the time period and the communication protocol, click on the "Search” button to

update the information.
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Statiztic Report

Report + | 2008-03-29 v

FTF
Eimail
Hitp

I

P2p
TELNET
OTHER
Total

FTP  Email Hitp b P2F  TELMET OTHER

If the single communication protocol is selected (e.g. e-mail) instead of "Total", the traffic flow list at the left will
change into the x-y chart with traffic flow vs. each time period. If daily report is selected, the chart is presented
in 1-hour increments between 0-23 hours; if weekly report is selected, the chart is presented in 6-hour
increments up to 7 days; if monthly report is selected, the chart is presented in daily increments from 1st to
30th or 31st.
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Statistic Traffic Report

Report Type 2009-03-30 L Protocol [ v

P Search B4 Mail

CMBytes
52

00 91l 02 03 04 05 06 OF 0F 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23
Max:5.22 Mind Puwgi.d Total:7.12

E-mail, PDF (only available on local installation version) functions are applicable to the traffic flow statistic lists

for direct conversion of the report/chart into PDF file, or directly e-mailing the PDF file to the administrator.
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9.2 Department ranking

The traffic by departments is mainly sorted by traffic flow and communication protocol, for example, instant

messaging traffic for all departments ranking from highest to lowest.

Department Traffic Ranking

Report Type 2009-10-19 fr P

Search [ Mail
Department Flux(MB) Percent

100 N0,
100.00%
Py
0.00%

You can specify the time period, communication protocol types to display the traffic statistics for all
departments. To view the detailed traffic data for all users under the department for a specific communication
protocol, click on the hyperlink for the department name (e.g. Sales) to show all users. Specify the

communication protocol (e.g. E-mail) to show the traffic ranking, volume, and percentage etc. (as below).

User Traffic Ranking

ReportType 2003-02-30 = " Protocol | ENCIAIG

Search [ Mail
No User Name Host Name/AAC FluxiMEB) Percent

60 395 73 740

2 g 08 [ ] 264%
e 033 192%

4 92.168.0216 0.08 |
5 s 0.08 L%
6 s 0.08 | 112%
7 0.07 0.88%
8 0.04 | 0.36%
g 0.03 0.42%
10 0.03 | 0.42%
1 0.02 0.28%
2 0.02 | 0.28%
0.02 0.28%

1 . I 0125
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9.3 User ranking

User ranking is sorted by traffic flow for intranet users. You can also choose time period, department, and

communication protocol to view different user ranking.

User Traffic Ranking

ReportType 2009-09-30 | Department Protocol

Search [ Mail

IP Address User Name N 1 Percent
1 287

47 178,
22.17%

2 [ | 778%
4 | 3%
3
5 I B

; B

8 | 212%
g 00-16-E6-4B4A-TC 387, 187%
10 HOLLINGS-8D3E04 52033 | 1.68%
11 FUPC 145%
1l | 150
4 | 1%
13 424 1%
414 | 8%

Access to the page for the first time will rank the traffic by users and for all communication protocols, including
the actual traffic flow (MB) and the percentage. To view another selection or another communication protocol,
use the pull down menu at the right to filter the results. Please remember to click the "Start Analysis" button to

update the results with the new search filter.
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X. Logout

After using QnoSniff Professional, click "Logout" menu to quit the control panel main page.

Logging out from a remote session will quit the web page. However, logging out from the PC with QnoSniff
Professional local installation version will quit from the control panel main page, while the QnoSniff
Professional icon will still be running in the system tray at the lower right corner. QnoSniff Professional is
running in the background gathering data (green icon indicates connected to the router, gray icon indicates

disconnection with the router).

To completely shut down QnoSniff Professional including the data gathering function, right click on the system
tray icon and select "Exit Monitor" from the context menu. QnoSniff Professional will ask again if you wish to
shut down the entire QnoSniff Professional program, click OK and the shut down procedure will begin. The

system tray icon will go away after 10-15 seconds and the QnoSniff Professional program is terminated.

Please note: If QnoSniff Professional is completely shut down including the data gathering function, no data
will be accumulated during this time. QnoSniff Professional database will also not have any data, and

therefore the statistic data will not be available for during this time period.

Right click on the system tray icon to show the context menu:

Information
Login System
Enable/Disable Luto
Exit Monitor

1. Information: QnoSniff Professional copyright info, NIC being monitored, QnoSniff Professional software

version, and the current storage data size.

2. Login System: Click on this to successfully login to QnoSniff Professional control panel.

3. Enable/Disable Auto: Enable or disable automatic launch of QnoSniff Professional in the background with
system boot up. If this option is enabled for the first time, QnoSniff Professional will automatically launch at

the next system restart.

4. Exit Monitor: Quit and completely shut down QnoSniff Professional including the data gathering function.
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QnoSniff Professional will ask again if you wish to shut down the entire QnoSniff Professional program, click

OK and the shut down procedure will begin. The system tray icon will go away after 10-15 seconds and the

QnoSniff Professional program is terminated.

5

Do you want to Exit QnoSniff ?

201) ) |
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XI. Uninstall QnoSniff Professional

To uninstall QnoSniff Professional, go to "Programs” and find the QnoSniff directory. Click on "Uninstall”

der the direct h tth'ht’Q)wSniff to begin th install d Alt tivel
under the directory as shown to the rig & 0 begin the uninstall procedure. Alternatively, go

to "Control Panel" => "Add/remove Programs" and select QnoSniff to initiate the uninstall shield.

WinPcap will first be uninstalled as shown below. This step might be skipped if uninstalling from the Control

Panel, but the components will be fully uninstalled using both methods.

© WinPcap 4.0.2 Uninstall E =101x]
k() > Uninstall WinPcap 4.0.2
» !ﬂ caP Remove WinPcap 4.0.2 from your computer.

WinPcap 4.0.2 will be uninstalled from the following folder. Click Uninstall to start the
uninstallation.

Uninstalling from: |C:\Program Files\WinPcap\

rullsaft Install System vz, 16

| Uninstall I Cancel

Click "Uninstall" to uninstall the WinPcap component and the completed screen is as below. Click "Finish" to
continue with uninstall and the popup window will ask if you wish to uninstall the main program. Click "Yes" to

continue.
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Windows Installer W

Are you sure you want to uninstall this product?

Collecting information for uninstallation process

QnoSniff Command Console
I

[I-----I-I----IIIIIIIIIIIIII-I-I ]

The software maintenance screen will popup as below; please select the "Remove (R)" option and click

"Next".
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QnoSniff - InstallShield Wizard

Welcome

kodify, repair, or remove the proararn.

Welcome to the QnoSniff Setup Maintenance program. Thiz program lets you modify the
current installation. Click one of the options below.

(%) M odify

Select new program features to add or zelect curently installed features to
TEMOYVE.

R einstall all program features inztalled by the previous setup.

Remove all installed features.

| mztallShield

< Back [ Hest > ][ Canicel ]

Click "Yes" to confirm and begin the uninstall process for the main program.

Qnofniff - InstallShield Wizard

Do wou want to completely remove the selected application and all of its featres?

[ Bm |[ Tw |

After the uninstall process is finished, the popup window will ask if you want to restart the system. If there are
other incomplete tasks that are not saved, you can choose to restart later. Or the system can be restarted

immediately if there are no other concerns. Please note that the uninstall procedure will be complete after the
system has restarted.
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QnoSniff - InstallShield Wizand

Maintenance Complete

InztallShield Wwizard haz finished performing maintenance
operationz on AnoSniff.

()ires, | want bo restart my computer now

T Mo, | will restart my computer later.

Remove any dizks from their drives, and then click Finish to
complete setup.

< Back Caricel

After the system has restarted, please locate the previous install path for QnoSniff Professional (e.g.

C:\QnoSniff '// QnoSniff ) to view the database files saved in the directory, as shown below.

// db

|

./l Qnosniff_AP
";, qnosniff_web ‘/_I temp

If QnoSniff Professional is reinstalled at a later time to the same directory path, these database files can still

be linked to the QnoSniff Professional control panel for viewing and filtered search. If the database files are no

longer needed, the entire QnoSniff directory can be deleted to free up available hard drive space.
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